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(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent the 
unauthorized use of contents and to provide the appro 
priate use of the contents by giving no permission or 
performing recharging for a re-downloading request from 
different terminals by the same user with respect to the 
contents distribution system, terminal equipment and a 
recording medium. 

SOLUTION: This system is provided with a means for 
receiving a user ID, the unique authentication ID of the 
terminal and the downloading request of the contents, a 
table for registering the user ID, the authentication ID 
and transmitted contents in correspondence to each 
other, the means for generating a decoding key from the 
authentication ID and the key of the contents when the 
received user ID and the contents are registered in the 
table and the received authentication ID is the same or 
registering the user ID, the authentication ID and the 
contents in the table in correspondence to each other 
and generating the decoding key from the authentication 
ID and the key of the contents when the user ID and the contents are not registered in the 
table and the means for transmitting the generated decoding key and ciphered contents to the 
terminal. 
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(57) [Abstract] 

[Problem] The present invention relates to a contents 
distribution system, a terminal device and a recording medium 
and is intended to prevent contents from being used without 
permission and realise appropriate use of contents by giving 
a nonpermission or recharging to a re-download request by the 
same user from a different terminal device. 

[Means for Solving] A system is adapted to include a unit 

that receives a user ID, a unique authentication ID for a 
terminal, and a content download request; a that records the 
user ID, the authentication ID and a transmitted content in 
relation; a unit that generates a decryption key from the 
authentication ID and a key of the content when the received 
user ID and content are recorded in the table and when the 
received ID is identical with the recorded ID, or when a user 
ID and a content are not recorded in the table, records the user 
ID, an authentication ID, and the content in relation and 
generates a decryption key from the authentication ID and the 
key of the content; and a unit that transmits the generated 
decryption key and the coded content to the terminal, 

[Scope of Claim] 

[Claim 1] A system for distributing a content, comprising 
a unit that receives a user ID, a unique authentication 
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ID for a terminal, and a content download request; 

a table that records the user ID, the authentication ID 
and a transmitted content in relation; 

a unit that generates a decryption key from the 
authentication ID and a key of the content when the received 
user ID and content are recorded in the table and when the 
received ID is identical with the recorded ID, or when a user 
ID and a content are not recorded in the table, records the user 
ID, an authentication ID, and the content in relation and 
generates a decryption key from the authentication ID and the 
key of the content; and 

a unit that transmits the generated decryption key and 
the coded content to the terminal. 

[Claim 2] The system for distributing a content according to 
claim 1, wherein when the received user ID and the content are 
recorded in the table and the received authentication ID is not 
identical with the recorded authentication ID, the system 
transmits a notice that the terminal is recharged and when a 
response that the recharging is consented to, generates a 
decryption key from the authentication ID and the key of the 
content^ and then transmits the generated decryption key and 
coded content to the terminal, 

[Claim 3] The system for distributing a content according to 
claim 1, wherein when the received user ID and content are 
recorded in the table and the received authentication ID is 
different from the recorded authentication ID, the system 
performs recharging, generates a decryption key from the 
authentication ID and the key of the content, and transmits the 
generated key and the content coded with the key to the terminal . 
[Claim 4 3 The system for distributing a content according to 
claim 1, wherein when the received user ID and the content are 
recorded in the table, and when the received authentication ID 
is different from the recorded authentication ID, the system 
generates a first decryption key from the received 
authentication ID and the key of the content recorded in the 
table and a second decryption key from the received 
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authentication key and the key of the current content of which 
a download request has been made, and transmits the generated 
first decryption key together with the coded content, and the 
generated second decryption key with the coded content to the 
terminal . 

[Claim 5] A terminal device comprising: 

a unit that transmits a user ID, a unique authentication 
ID of the terminal device itself, and a content download 
request; 

a unit that receives the transmitted decryption key and 
content; 

a unit that generates a key of the content for the received 
decryption key based on a predetermined authentication ID of 
the terminal device itself; 

a unit that decodes the received coded content based on 
the generated key; and 

a unit that uses the decoded content - 
[Claim 6] The terminal device according to claim 5, wherein 
the unique authentication ID of the terminal is a unique number 
of predetermined hardware of the terminal. 

[Claim 7] A computer readable recording medium having 
recorded therein a program that causes a computer to operate 
as : 

a unit that receives a user ID, a unique authentication 
ID for a terminal, and a content download request; 

a table that records the user ID, the authentication ID 
and a transmitted content in relation; 

a unit that generates a decryption key from the 
authentication ID and a key of the content when the received 
user ID and content are recorded in the table and when the 
received ID is identical with the recorded ID, or when a user 
ID and a content are not recorded in the table, records the user 
ID, an authentication ID, and the content in relation and 
generates a decryption key from the authentication ID and the 
key of the content; and 

a unit that transmits the generated decryption key and 
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the coded content to the terminal. 

[Detailed Description of the Invention] 
[0001] 

[Technical Field to Which the Invention Belongs] The 
present invention relates to a content distribution system that 
distributes and uses a distributed content, a terminal device, 
and a recording medium. 
[0002] 

[Prior Art] In recent years, digital contents, such as music, 
motion picture, and further programs of TV games can be 
purchased on-line in addition to purchasing in the shop along 
with popularization of communication. In particular, 
emergence of a WWW server in the Internet allows users to connect 
with the WWW server, download a list of contents, displays a 
content on a screen, visually confirm the content, and select 
and purchase the content, 

[0003] From the nature of a digital content, the content 

is not deteriorated when it is copied. This allows endless 
copying, so that the right of the author of the content can not 
be protected. Accordingly, it is demanded to prevent others 
from using without permission a content which a user duly 
purchased through the Internet or the like network. 
[0004] 

[Problem (s) to be Solved by the Invention] For this 

reason, for example, when a user intends to duly purchase a 
content from a WWW server through the network, download and 
store the content in a hard disk device and use it, problem may 
occur if download of the content fails due to some troubles and 
downloading is again attempted. That is, if the WWW server 
stores the user ID of the user who duly purchased the content 
and re-downloading is permitted when the user ID with which a 
re-download request is made is stored, then, re-downloading is 
permitted when a re^download request is made with designating 
the user ID from another personal computer. If the user ID is 
stolen, the contents will be unrighteously downloaded from the 
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www server to a third party. Therefore, it is demanded to 
prevent use of contents without permission and give a permission 
to appropriate use when a re-download request is made, 
[0005] To solve these problems, it is an object of the 

present invention to reject or recharge when a re-download 
request from a different terminal by the same user is made to 
prevent use of a content without permission and on the other 
hand realize appropriate use of the content, 
[0006] 

[Means for Solving the Problem(s)] Referring to Fig, 1, the 
means for solving the problems is described. In Fig. 1, a server 
1 receives a user ID, a unique authentication ID for a terminal 
device and a request for download of a content, generates a 
decryption key from the authentication ID and a key of the 
contents, and transmits the generated decryption key and coded 
content to a terminal. 

[007] A client 2 transmits a user ID, a unique authentication 
ID of its own, and a quest for downloading a content, receives 
a transmitted decryption key and content, generates a key of 
content relative to the received decryption key based on the 
predetermined authentication ID of its own, and decodes the 
coded content based on the generated key. 
[0008] Next, its operation is described. 

When the server 1 receives a user ID, a unique authentication 
ID of a terminal, and a re-download request a content, he 
received user ID and the content are recorded in a contents table, 
and the received authentication is identical with the recorded 
authentication ID, a decryption key is generated from the 
authentication ID and the key of the content, or when a user 
ID and a content are not recorded in the table, the server 1 
records the user ID, an authentication ID, and the content in 
relation and generates a decryption key from the authentication 
ID and the key of the content, and transmits the generated 
decryption key and coded content to the terminal. 
[0009] When the received user ID and content are recorded 

in the contents table and the received authentication ID were 
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not identical, a notice of recharging is transmitted to the 
terminal. When a response from the terminal to consent is 
received, a decryption key is generated from the authentication 
ID and the key of the content, and the generated decryption key 
and the coded content are transmitted to the terminal, 
[0010] When the received user ID and the content are 

recorded in the contents table and the received authentication 
ID is different from the recorded authentication ID, recharging 
is performed, a decryption key is generated from the 
authentication ID and the key of the content, and the generated 
decryption key and the coded content are transmitted to the 
terminal . 

[0011] When the received user ID and the content are 

recorded in the contents table and the received authentication 
ID is different from the recorded authentication ID, a first 
decryption key is generated from the received authentication 
ID and the key of the content recorded in the contents table. 
A second decryption key is generated from the received 
authentication ID and the key of the current content of which 
a download request has been made. The generated first 
decryption key and coded content as well as generated second 
decryption key and coded content are transmitted to the 
terminal , 

[0012] A client (terminal 2) transmits the user ID, unique 

authentication ID of its own, and a content download request ^ 
receives a transmitted decryption key and a content, generates 
a key of the content relative to the received decryption key, 
decodes the coded contents received based on the predetermined 
authentication ID of its own^ and use the decoded content, 
[0013] The unique authentication ID of the client 

(terminal) 2 is used as a unique number of predetermined 
hardware. Therefore, a re-download request from a different 
client (terminal) 2 by the same user is given nonpermission or 
recharged, thereby preventing the content from being used 
without permission and appropriate use of the content can be 
realized. 
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[0014 ] 

[Embodiment] Next, referring to Figs . 1 to 6, an embodiment 

and operation of the present invention will be sequentially 
described in detail, 

[0015] Fig, 1 is a diagram illustrating system 

architecture of the present invention. In Fig. 1, a server 1 
distributes (downloads) a digital content to a plurality of 
clients 2, Here, the server 1 is constituted by, e,g., 11 to 
15 illustrated, 

[0016] A coded digital content and coded key 11 includes 

a coded digital content distributed to users and its coded key 
(a decryption key for coding a digital content or decoding the 
coded digital content), which are stored in a database. 
[0017] A database server 12 is a server that manages the 

database in which the coded digital content and an encryption 
key 11. Here, the database server 12 reads out the content of 
which a download request has been made from a user and its key 
(decryption key) and transfers them to a Web server 15. The 
database serve 12 also notifies the downloaded content and user 
ID to charging server 14 and perform charging, 
[00183 A content download information 13 is stored content 

download information is information of download of which a 
request has been made from the user and is intended to manage 
contents downloaded by a user based on the user authentication 
table and the content table in Fig. 3(a) and (b) described 
hereinafter . 

[0019] The charging server 14 manages user by user usage 

fees for contents downloaded by users, and counts every 
predetermined period and debit each user. Web server 15 is 
connected by the client 2 or a communication line or LAN and 
transmits a list of contents, receive requests for downloading 
contents selected from the list of contents, and downloads the 
requested content. 

[0020] The client 2 may be a terminal (personal computer) 

used by a user and is connected to the Web server 15 through 
a communication line or LAN and download and display the list 
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of contents. The client 2 requests downloading the selected 
contents on the displayed list of contents, stores the 
downloaded contents in a memory medium 23, and decodes the 
content coded with a key. The client 2 is constituted by 21 
to 26. 

[0021] A web browser 21 is connected to Web server 15 

through a communication line or LAN, and selects and displays 
the list of contents. A user name 22 is a name (full name of 
user, user ID and the like information) of a user who uses a 
content (use a content by audition or display of a content) . 

[0022] A recording medium 23 is a recording medium that 

stores a content downloaded from the Web server 15, and includes, 
for example, a hard disk device and DVD-RAM. 

[0023] A content browser 24 uses coded contents stored in 

the storage medium 23 after decoding it based on a unique 
authentication ID that the hardware of the client 2 has (for 
example, number of the hard disk device) 25 and a decryption 
key (the decryption key downloaded together from the Web server 
15 when the content is down loaded, see Fig. 2) . 
[0024] An authentication ID 25 is a unique ID to the client 

(terminal) 2, and is, for example, the number of the hard disk 
device, which is hardware. A plug-in 26 is software that has 
various functions to be incorporated into the Web browser 21. 
Here, the Web browser 21 takes unique authentication ID 26 from 
the hardware of the client (terminal) 2 and transmits the 
authentication ID 26 together with the content request to the 
Web server 15 (see, for example, Fig, 2) . 

[0025] Next, in the order of the flowchart in Fig. 2, the 

operation of the architecture of Fig. 1 is described in detail. 
Fig. 2 is a flowchart (No. 1) illustrating the operation of the 
present invention. Here, a server 1 and a client 2 correspond 
to the server 1 and the client 2 in Fig, 1. 

[0026] In Fig. 2, SI performs request for display of the 

list of contents . This is done by selecting the list of contents 
on a screen of, for example, a homepage displayed on the Web 
browser 21 constituting the client 2 in Fig. 1, 
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[0027] S2 returns a contents list. The Web server 15 

returns the contents list to in response to the request for 
contents list by SI. S3 displays and selects a content. This 
is done by displaying the contents list on the screen of the 
Web browser 21 and selecting a content from the contents list 
with a click by a mouse or the like. 

[0028] S4 inputs user ID (UID) .35 obtains authentication 

ID (MID) , In S4 and S5, the Web browser 21 takes user ID in 
and gives instruction to software that constitutes the plug-in 
26 to take the authentication ID (for example, the number of 
hard disk device) in. Then, the user ID and authentication ID 
are transmitted to the Web server 15. 

[0029] S6 checks the user ID. The user ID transmitted by 

84 is recorded in the user authentication table 31 in Fig. 3(a) 
described layer and checks whether to be qualified to download 
a content. On this occasion, whether or not the password 
coincides is also checked. The result of the check indicates 
OK, the operation proceeds to S7. In the case of NG, error 
treatment is performed. 

[0030] S7 determines whether to be identical with the 

authentication ID in the contents table. This is done by 
referring to the contents table 32 in Fig, 3(b) and determine 
whether an entry exists that is identical with the user ID and 
content ID of which requests for downloading are made in S4 and 
35 and whether the authentication ID transmitted this time is 
identical to the authentication ID in the entry. When these 
coincide, then there is an entry in the contents table 32 in 
Fig. 3(b) in which all the three: 

• Content ID 

• User ID 

• Authentication ID 

of which download request has been made coincide, and it reveals 
that the same personal computer (client 2) has downloaded, so 
that s second (or subsequent ) download to a user to whom a license 
of use has already been given (for example, during the 
downloading, download failed for some reason or another and this 
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is a request for second re-downloading) , so that the operation 
proceeds to S8* Although not shown, when among 

• Content ID 

• User ID 

• Authentication ID 

of which download request has been made this time, the user ID 
and the content ID are not set in the contents table 32 in Fig* 
3(b) , it reveals that the user has for the first time requested 
download of the content. Accordingly, as an initial treatment, 
content ID, user ID, and authentication ID are set in the 
contents table 32. Thereafter, the operation proceeds to S8 - 

[0031] S8 makes a decryption key based on the 

authentication ID + the key. That is, a decryption key is made 
based on the authentication ID received from the client 2 and 
the key of the content of which download request has been made 

(for example, the authentication ID is coded with a key to make 
a decryption key. . 

[0032] S9 transmits content + decryption key. This 

results in that the server 1 has successfully transmitted a 
coded content and the decryption key made in S8 to the client 
2, 

[0033] SIO shows an example of a contents database* Here 

is shown a manner in which a content is constituted by the coded 
content and the key. The key of the content is treated as the 
key in S8 already described and the authentication ID is coded 
with the key to make a decryption key. 

[0034] In Sll, the client 2 receives a coded content and 

a decryption key, transmitted from the server 2 in S9. S12 
stores the content and decryption key. 

[0035] S13 starts a browser. That is, the content browser 

24 in Fig. 1 is started- S14 reads the content. 
[0036] S15 reads the decryption key. In S14 and S15^ the 

coded content stored in S12 and the decryption key are read by 
the content browser 24 . S16 obtains an authentication ID. That 
is, the content browser 24 unique number specific to the 
predetermined hardware in the client (personal computer, etc.) 
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2 is obtained as a unique number of a hard disk device as an 
authentication ID. 

[0037] S17 regenerates a key. That is, the decryption key 

read out and obtained in S14 to S16 is decoded by the 
authentication ID to regenerate a key (a key to decode the coded 
content) • 

[0038] S18 determines whether the key is authentic or not. 

In the case of YES, the operation proceeds to S19, In the case 
of NO, an error message is displayed in S21. For example, as 
illustrated in the drawing, a message is displayed: 

" • Your machine is with a different authentication ID. This 
content is not usable with this machine!" and the operation is 
ended, 

[0039] S19 decodes the content. That is, the downloaded 

coded content is decoded with a key to convert the original 
content, S20 uses a content- That is, the content decoded in 
S19 is used. For example, in the case of music, the content 
is auditioned, in the case of a program of TV game, the program 
is operated and the TV game is played. Various kinds of useful 
information, such information is read, used, etc. to perform 
a work. 

[0040] As mentioned above, the client 2tansmits the 

content ID, user ID, and authentication ID to the server 1, the 
server 1 makes a decryption key from the authentication ID and 
the key, and transmits together with the coded content to the 
client 2. The client 2 that receives the decryption key and 
coded content decodes a key from the decryption key based on 
the authentication ID unique to the client 2 itself, decodes 
the coded content with a decoded key, to generate the original 
content and use the generated content. This results in that 
even the same user can not decode the coded content with a 
different client {different machine) , so that use without 
permission can be prevented and at the same time re-downloading 
is allowed with the same client (the same machine) to decode 
the content and use it. 

[0041] Fig. 3 illustrates an example of the table of the 
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present invention. Fig 3(a) shows an example of user 
authentication tale 31 managed by the server 1 side. The user 
authentication table 31 is provided on the side of the server 
1 in Fig. 1 and user ID of subject who is permitted use of the 
content and charged and password are related to each other and 
recorded in advance. By providing the user authentication 
table 31 and referred to in S6 in Fig. 2 to confirm user ID and 
password, and when these are recorded, it is determined OK {user 
authentication is OK) . 

[0042] Fig, 3 (b) shows an example of the contents table 

32 managed on the server 1 side. The contents table 32 is 
provided on the server 1 in Fig. 1 and the following information 
illustrated in Fig, 3 (b) in relation to each other. 

[0043] 

• Content ID 

• Key 

• User ID 

' Authentication ID 

• Others 

Here, the content ID is one downloaded by the user, the key 
decodes the coded content, user ID is a user ID that downloaded 
the content, the authentication ID is a unique authentication 
ID specific to the client of which download request is made. 
Here, recording the unique authentication ID related to each 
other enables a treatment such that when the same user ID 
requests re-downloading from a different client (machine) , this 
is determined to be with a different authentication ID and a 
treatment such as non-permission of re-downloading or 
recharging is made possible. 

[0044] Fig. 3(c) shows an example of a license table 33 

managed on the side of the client 2. The license table 33 is 
provided on the side of the client 2 in Fig. 1 and the following 
information shown in the drawings are recorded and managed, 

[0045] 

• Content ID: 

• Decryption key 
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• others 

Here, the content ID is an ID of the content that was subject 
to coded download. The decryption key is a key that decodes 
a content coded with an authentication ID. For this reason, when 
the content is used, the decryption key in the license table 
33 is decoded with the authentication ID of the client itself 
to make a key. The coded content distinguished by the content 
ID is decoded with the key thus made and the content after 
decoding is used. With this, other clients (machines) than the 
client (machine) with the permitted authentication ID can not 
decode the coded content and use it, so that use of the coded 
content without permission can be prevented, 

[0046] Fig,4isa diagrammatic illustration of the present 

invention. This is detailed description of operation in the 
case of discrepancy in S7 in Fig. 2 as already described (the 
authentication ID of the client 2 that issues a download request 
and the authentication ID recorded in the contents table 32 in 
Fig, 3(b) is in disagreement with each other, that is, download 
request is made with the same user ID and the same content ID 
from a different client (machine) . 

[0047] Fig. 4 (a) is a flowchart (No, 2), In Fig, 4(a), 

S31 transmits a message. That is, in the case of disagreement 
of S7 in Fig* 2 already described, the message in Fig. 4 (b) is 
transmitted to the client 2. 

[0048] S32 selects treatment and transmits. That is, the 

message in Fig. 4(b) transmitted in S31 is displayed and any 
one of the following illustrated cases is selected and 
transmitted (responded) to the server 1. 
[004 9] • Recharge and download 

• Discontinue 

S33 determines which treatment is selected. In the case 
where recharging is accepted (Recharge and download in Fig. 4 (b) 
is selected) , charging treatment is performed in S34 and the 
operation proceeds to S8 in Fig, 2(C) . On the other hand, in 
the case of refusal (the case where discontinue download in Fig. 
2 (b) is selected) , the download treatment is discontinued and 
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terminated, 

[ 0050 ] From the above , when a download request with setting 

• User ID 

• Content ID 

• Authentication ID 

is made from the client 1^ and an entry in which user ID and 
content ID are the same is recorded in the contents table 32. 
When this is proved to be a re-download request from a different 
client (machine) , an inquiry is sent to the client 2 and in the 
case where a response is that recharging is accepted, recharging 
treatment is performed and the coded content and a decryption 
key coded with a new authentication ID can be transmitted to 
the client 2 . 

[0051] Fig. 4 (b) illustrates an example of message. This 

is an example of message transmitted from the server 1 to the 
client 2. Here, when the server 1 receives re-download request 
with only authentication ID being different (NG in S6 in Fig. 
2 already described) . That is, a message asking to select 
either one of accepting recharging or discontinuing 
re-downloading at the time of re-downloading. 
[0052] Fig. 5 is a flowchart illustrating the operation 

of the present invention. This is a treatment performed 
subsequent to B in Fig- 2. In Fig. 5, S41 requests display of 
the contents list. This request is made by selecting the 
contents list on a screen of, for example, a homepage displayed 
on the Web browser 21 that constitutes the client 2 in Fig. 1. 
[0053] S42 returns the contents list. That is, in 

response to the request for the contents list in S41, the Web 
server 15 returns the contents list. S43 displays and selects 
the contents list. That is, the contents list returned in S42 
is displayed on a screen of the Web browser 21 and the user 
selects a content from the contents list by clicking by a mouse 
or the like. 

[0054] S44 inputs a user ID (UID) , S45 obtains 

authentication ID (MID) , In S44 and S45, the Web browser 21 
takes user ID in and gives instruction to software that 
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constitutes the plug-in 26 to take the authentication ID (for 
example, the number of hard disk device) in. Then, the user 
ID and authentication ID are transmitted to the Web server 15. 
[0055] S46 checks the user ID. The user ID transmitted 

by S44 is recorded in the user authentication table 31 in Fig. 
3(a) described layer and checks whether to be qualified to 
download a content. On this occasion,r whether or not the 
password coincides is also checked. The result of the check 
indicates OK, the operation proceeds to S47 . In the case of 
NGf error treatment is performed, 

[0056] 341 determines whether or not user ID is identical 

with the authentication ID in the contents table. If YES, the 
operation proceeds to S48, If NO, the operation proceeds to 

58 in Fig. 2. S48 determines whether or not the corresponding 
authentication ID coincides with each other for the same user 
ID. That is, determination is made whether or not the 
authentication ID when download request is made this time is 
identical to the authentication ID in an entry where the user 
ID is identical to the content ID in the contents table 32. If 
YES, the operation proceeds to S8 in Fig. 2^ and if NO, a 
decryption key is made from the authentication ID in the 
contents table and a key in S4 9 and the operation proceeds to 

59 in Fog, 2. 

[0057] As mentioned above, the server 1 that received a 

download request, an entry in which the user ID and the content 
ID are identical to each other is found in the contents table 
32. However, when the authentication ID alone is different (a 
download request for identical content ID from the identical 
user ID is made and this is a download request from a different 
client (machine), in S49 here a coded decryption key is made 
from the authentication ID and a key (a key to decode the coded 
content) in the contents table 32^ and the decryption key 
together with the coded content is transmitted to the client 
2, This enables the same user to re-download the content that 
is previously downloaded through a different machine 
(client) (previous downloading was unsuccessful and 
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re-downloading from another machine (operating normally) . 
[0058] Fig. 6 is a flowchart (No, 4) illustrating the 

operation of the present invention. This is other treatment 
to be performed subsequently to B in Fig. 2. Here, S51 to S58 
are identical with S41 to S48 in Fig. 5, description thereof 
will be omitted* 

[0059] In Fig. 6, since among the user ID, content ID, and 

authentication ID of which download is requested in S58 f an 
entry in which only the authentication ID is different is 
recorded in the contents table 32, S59 makes a decryption key 
with current authentication ID to the content with the same user 
ID recorded in the contents table 32, This enables make a coded 
decryption key with the current authentication ID for the 
previously down loaded content. 

[0060] S60 makes a decryption key with the current 

authentication ID for a current download request* This enables 
a decryption key coded with current authentication Id to be made 
for a content with the same content ID (for example, improved 
content) of which downloading is currently intended, 
[0061] S61 transmits a coded content and a decryption key 

to the client 2, Then the operation proceeds to Sll in Fig. 
2, By the foregoing, in the server 1 that receives a download 
request, an entry in which the user ID and the content ID are 
identical has been found. However, in the case where only the 
authentication ID is different (in the case where a download 
request is made from the same user ID with the same content ID 
but this is a download request from a different client 
(machine) ) , 

• For the content recorded in the contents table 32 in S59 
(previously downloaded old content), a.deoryption key is made 
with the current authentication ID, 

• For content currently download is requested in S60 (currently 
the newest content) , a decryption key is made with current 
authentication ID, 

and both the contents and decryption keys are each transmitted 
to the client. This enables the old content previously 
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downloaded from different machine (client) to be re-downloaded 
by the same user and currently the newest content with the same 
content ID to be downloaded. 
[0062] 

[Effects of the Invention] As described above , according to 
the present invention, re-download request by the same user from 
the different client (terminal) 2 is not permitted or recharged 
for re^downloadingir use of content without permission can be 
prevented and at the same time appropriate use of the content 
can be realized. 

[Brief Description of the Drawings] 

[Fig. 1] Fig, 1 is a diagram illustrating a system architecture 
of the present invention, 

[Fig, 2] Fig. 2 is a flowchart {No. 1) for illustrating the 
operation of the present invention. 

[Fig. 3] Fig. 3 is an example of a table used in the present 
invention * 

[Fig. 4] Fig, 4 is a diagram illustrating the present invention . 
[Fig. 5] Fig. 5 is a flowchart (No* 3} illustrating the operation 
of the present invention. 

[Fig. 6] Fig. 6 is a flowchart (No. 4) illustrating the operation 
of the present invention . 
[Description of Symbols] 
1: Server 

11: Coded digital content and coded key 
12; Database 

13: Content download information 

14 : Charging server 

15: Web server 

21: Client (terminal) 

23; Storage medium 

24 : Content browser 

25: Authentication ID 

26: Plug-in 

[Fig. 1] 

Diagram of system architecture of the present invention 
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1: Server 

11: Coded digital content and coded key 

12: Database server 

13: Content download information 

14: Charging server 

15: Web server 

2 : Client Communication/LAN 

21: Web browser 

22: User name 

23: Storage medium 

24: Content browser 

25: Authentication ID 

26: Plug-in 

[Fig. 2] 

Flowchart (No. 1) illustrating operation of the present 
invention 
1: Server 
2: Client 

81: Contents list display 

32: Contents list return 

S3: Contents display/selection 

S4: User ID (UID) input 

S5: Authentication ID (MID) Obtention 

S6: User ID Check Error treatment 

37: Same with authentication ID in contents table? 

38: Authentication ID H- Key Decryption key making 

39: Content + Decryption key transmission 

SIO: Key I Content 

Content database 
Sll: Reception 

S12: Content storage Decryption key storage 

S13: Browser Start 

S14: Content reading 

315: Decryption key reading 

S16: Authentication ID obtention 
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S17: Key regeneration 
S18: Is correct key? 
S19: Content decoding 

S20: Content use To B (new content request) 
S21; Error message 

Your machine is with different authentication ID, This 
content is not usable with this machine! 

[Fig. 3] 

An example of table of the present invention 

(a) Server: user Authentication table 

User ID Password 

(b) Server : content table 

Content ID Key User ID Authentication ID 

(c) Client : License table 

[Fig. 4] 

Diagrammatical illustration of the present invention 

(a) Flowchart (No. 2) 

1: Server 2: Client 

From Fig, 2A 

S31: Message transmission 

Treatment Selection: Transmission 

S33: Which treatment is selected? Refusal 
Re-charging accepted 

S34: Charging treatment 
To Fig, 2C 
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(b) Message 

Authentication ID used in previous download and authentication 
ID of the machine are different* Download is not permitted if 
this state continues. Select one of treatments below: 

Recharge and download 

Discontinue download 

[Fig, 5] 

Flowchart illustrating operation of the present invention (No. 
3} 

1: Server 2: Client 

From Fig. 2 B 
S41: Contents list display 
S42: Contents list return 
S43: Contents list display/selection 

User ID (UID) input 
S45: Authentication ID (MID) obtention 
S46: User ID Check 

Error treatment 
S47: Is same user ID in content table? 

S48: Do authentication IDs coincide corresponding to same user 
IDs in contents table? 
To Fig, 2 C 

S49: Authentication ID + Key — ^Decryption key 
To Fig. 2 D 

[Fig. 6] 

Flowchart illustrating operation of the present invention (No, 
4) 

1: Server 2: Client 

S51: Contents list display 

S52: Contents list return 

S53: Contents list display/selection 
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S54: User ID (UID) input 

S55; Authentication ID (MID) obtention 

S56: User ID Check 

Error treatment 
S57: Is same user ID in content table? 

S58: Do authentication IDs coincide corresponding to same user 
IDs in contents table? 
To Fig, 2 C 

S59: Makes a decryption key with current authentication ID to 
the content with the same user ID recorded in the contents table, 

S60; Makes a decryption key with the current authentication ID 

for a current download request, 

S61: Content + Decryption key transmission To Fig, 2 E 
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